Abstract: In order to protect the copyright of medical volume data, a new zerowatermarking algorithm for medical volume data is presented based on Legendre chaotic neural network and difference hashing in three-dimensional discrete cosine transform domain. It organically combines the Legendre chaotic neural network, three-dimensional discrete cosine transform and difference hashing, and becomes a kind of robust zero-watermarking algorithm. Firstly, a new kind of Legendre chaotic neural network is used to generate chaotic sequences, which causes the original watermarking image scrambling. Secondly, it uses three-dimensional discrete cosine transform to the original medical volume data, and the perception of the low frequency coefficient invariance in the three-dimensional discrete cosine transform domain is utilized to extract the first 4*5*4 coefficient in order to form characteristic matrix (16*5). Then, the difference hashing algorithm is used to extract a robust perceptual hashing value which is a binary sequence, with the length being 64-bit. Finally, the hashing value serves as the image features to construct the robust zero-watermarking. The results show that the algorithm can resist the attack, with good robustness and high security.
Introduction
With the extensive application of digital technology, a large number of digital images are used in our daily life and work. Digital images meet the requirements of people's senses, and also provide convenience for people's life and work. People pay more and more attention to the copyright issues in digital image. Digital watermarking, as a new security measure, is widely used in digital image copyright protection [1, 2] . As an important branch of information security research area, digital watermarking also is an effective way to protect the integrity of digital image [3, 4] . It is an effective complement to traditional encryption techniques. Digital watermarking is the meaningful information hidden into the digital works, as a basis for the identification of copyright. At the same time, the watermarking information can be detected and analyzed by detecting algorithm, to determine the copyright holder and to protect the digital products. However, due to the digital watermarking technology research being multidisciplinary,
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Based on Difference Hashing 189 have an extremely important position. The establishment of medical digital image transmission standard has promoted the exchange of the digital medical imaging information. However, medical images information during network transmission may also encounter tampering, illegal copying and other information security issues [9, 10] . Medical image is not only an important basis for doctors to diagnose the disease, but also involving the patient's privacy. In order to ensure the medical image security, reliability and availability, we must effectively solve the security problem of medical image management. The emergence of medical image digital watermarking can solve this problem [11] . It is the specific meaning digital information or some secret information embedded into the digital medical image, which can realize the information hiding and copyright protection. Medical image especially is strict to the requirement of image quality does not allow the distortion and not allowed to do any changes. In this case, people put forward the concept of zero-watermarking [12] . Zero-watermarking is a novel digital watermarking technique. It is different from general digital watermarking in its use of the characteristics of the original image to construct the watermarking, and not directly embed watermarking in the image, so it does not break the original image [13] . Image hashing is also called the digital fingerprint, it is a summary of multimedia information, which can be widely applied in image authentication, image indexing and retrieval, digital image watermarking, etc [14] . Image hashing represents the image itself with a short digital sequence, which is a kind of expression of image compression based on visual content. Usually, the image hashing should satisfy the requirements of perceptual robustness, uniqueness and security. Image hashing technique can be any image-resolution image data into a binary sequence of hundreds or thousands of bits. For a large database of image retrieval, this means greatly reducing the search time, but also reduces the cost of storage media images. At the same time, its robustness feature ensure that it can resist a variety of different types of attacks. In addition, the characteristics of image hashing technology security make the copyright protection of image become possible. The main image hashing methods now mainly focus on the characteristics of robustness study [15, 16] . It is mainly divided into the method based on image statistics, a rough image representation, the relationship and visual feature points extraction. Combined the features of above mentioned extraction methods, in order to better satisfy the perceptual image hashing robustness, security, and uniqueness, the discrete cosine transform to extract the feature is considered to be an ideal method. According to the characteristics of medical volume data, this paper presents a zerowatermarking algorithm for medical volume data based on Legendre chaotic neural networks and differences hashing. The algorithm is based on three-dimensional discrete cosine transforms perception of the low frequency coefficient invariance and image hashing robust feature, which is a robust zero-watermarking method. The algorithm uses the robust hashing sequence in medical volume data transform domain to construct the zero-watermarking, instead of modifying the features of medical volume data. It can adapt to the characteristics of medical volume data, can resist strong attack, and has very strong robustness. And it uses Legendre chaotic neural network scrambling and encryption, which has good security and confidentiality.
Legendre chaotic neural network
The paper uses a new Legendre chaotic neural network. The Legendre chaotic neural network model is shown in figure 1 . The Legendre chaotic neural network selects Legendre polynomials as the activation function of hidden layer. Performance close to the theoretical values of the chaotic sequence is generated by the Legendre chaotic neural network weights and the chaos initial value. The chaotic sequence is used for scrambling.
A polynomial defined by the following formula is called the Legendre polynomial.
P n (x) is known as Legendre polynomials. It is known as the weight function n orthogonal polynomials in space [−1, 1].
Figure 1: Legendre chaotic neural network
Set the input layer to the hidden layer weight is w j , hidden layer to the output layer weight is c j .The activation function of hidden layer neuron is Legendre orthogonal polynomials. The hidden layer neuron input is
Hidden layer neurons output are as a set of legendre orthogonal polynomial terms P j (net j ), j = 0, 1, 2, . . . , n, which can be obtained by formula (1) recursive. Legendre chaotic neural network output is
Set the training sample is (T t , D t ), t = 1, 2, · · · , l. Where l is the number of samples T t = (x 1t , x 2t , · · · , x mt ) is legendre chaotic neural network input. d t is Legendre chaotic neural network desired output. The network is trained using BP learning algorithm.
Error formula is as follows:
Network weights adjustment formula is as follows.
Where k is the training epochs t = 1, 2, · · · , l; j = 0, 1, 2, · · · , n.
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3 Three-dimensional discrete cosine transform
Three-dimensional discrete cosine transform formula is as follows.
In the formula,
Where f (x, y, z) is volume data of the data values in the (x, y, z). F (u, v, w) is the data corresponding to the three-dimensional discrete cosine transform coefficients. Three-dimensional inverse discrete cosine inverse transform formula is as follows:
Three-dimensional discrete cosine transform for medical volume data is shown in figure 2 .
Difference hashing
Perceptual hashing has become a hot research topic in the field of multimedia signal processing and multimedia security. Perceptual feature extraction is the core part of the perceptual hashing structure. The validity and reliability of perceptual feature extraction will directly affect the robustness and uniqueness of image perception hashing sequence. Image perceptual hashing study is mainly for image authentication and image retrieval. Image features include image color, texture, edge, corner and image transform domain coefficient, etc. Compared with perceptual hashing, difference hashing in speed is much faster. Compared with the average hashing, the effect of the difference hashing is better in the case of almost the same efficiency. It is based on the gradual implementation. Based on the difference hashing algorithm, a difference hashing algorithm in three-dimensional discrete cosine transform domain is presents for medical volume Figure 3 depicts the algorithm flow. In the algorithm flow, medical volume data is represented by a three-dimensional map into a one-dimensional feature vector. The algorithm is used to extract the robust features of medical volume data, which can increase the robustness of watermarking algorithm. 
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Simulation and analysis
The legendre chaotic neural network parameters are as follows. The number of hidden neurons is 3,E = 10 −4 ,η = 0.1 ,l = 1000 and the number of training is 1500 epochs. Its training error curve is shown in figure 6 , in the 69 epoch it has converged to the expected error. Scrambling initial value is 0.46. The chaotic sequence for scrambling is shown in figure7. The scrambled watermarking image is shown in figure 8.
Without attack
The medical volume data without attack is as shown in figure 9 (a). The slice is shown in the figure.9 (b) . The extracted watermarking image is shown in the figure 9(c).
Filtering attack
Medical volume data is filtered attack. Using [5 * 5] median filter, repeat 10 times, the corresponding medical volume data is shown in the figure 10 (a) . The slice is shown in the figure 10 (b) . The extracted watermarking image is shown in the figure 10(c). This shows that the algorithm has a better anti-filter ability.
JPEG compression attack
The percentage of compression quality is examined medical volume data after JPEG compression for the impact of watermarking. When the compression quality percentage is 8%, the corresponding medical volume data is shown in the figure 11 (a) . The slice is shown The extracted watermarking is shown in the figure 16 (c). This shows that the algorithm has a better anti-distort capability.
9. Rotation attack. 
